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This opinion was developed on the basis of Order N 196/18.05.2026 of the
Rector of ANIS, in accordance with the requirements and criteria set out in the
Law on the Development of the Academic Staff in the Republic of Bulgaria
(LDASRB), in particular Chapter Two of the Law - Acquisition of the Educational
and Scientific Degree "Doctor" and the Scientific Degree "Doctor of Sciences".

Also, this opinion is fully consistent with the provisions of the Regulations
for the Implementation of the Law on the Development of the Academic Staff in
the Republic of Bulgaria, Chapter Two of the Regulations - Acquisition of the
Educational and Scientific Degree "Doctor" and the Scientific Degree "Doctor of
Sciences", Section IIl. Conditions and Procedure for Acquisition of the Scientific
Degree "Doctor of Sciences".

I. The conclusions drawn below are based on the following scientific
texts and documents provided to me:

Doctoral dissertation of Rafal Lizut Ph.D., Assoc. Prof., for the acquisition
of the scientific degree "Doctor of Science" in the field of higher education 9.
"Security and Defense", professional field 9.1. "National Security";

Abstract of the Doctoral Dissertation in Bulgarian;

Abstract of the Doctoral Dissertation in English;

List of publications and citations of Rafal Lizut Ph.D., Assoc. Prof.;

List of publications for the habilitation of Rafal Lizut Ph.D., Assoc. Prof.;

Professional and creative biography (Curriculum Vitae) of Rafal Lizut
Ph.D., Assoc. Prof., in Bulgarian;

[ist of contributions done in the Doctoral Dissertation of Rafal Lizut Ph.D.,
Assoc. Prof., for the degree of Doctor of Science.

II. Relevance and nature of the presented Doctoral Dissertation and
already published scientific works related to it.

The undersigned Teodor Danailov Dechev Ph.D., Assoc. Prof., after having
familiarized myself with the materials presented to me, declare that I consider the
presented Doctoral Dissertation of Rafal Lizut Ph.D., Assoc. Prof., for the
acquisition of the scientific degree "Doctor of Sciences" in the field of higher



education 9. "Security and Defense", professional direction 9.1. "National
Security", to be fully adequate for its purpose and to meet the regulatory
requirements of the Act on the Development of Academic Staff in the Republic
of Bulgaria and the Regulations for its implementation.

The work of Rafal Lizut Ph.D., Assoc. Prof., is distinguished by its
exceptional relevance. As will be discussed below, the various aspects of the
question of the relations between the Fourth Industrial Revolution and national
(and perhaps global?) security can lead us to consider issues that, even considered
separately - in themselves, can turn out to be the basis of a doctoral dissertation.
This happens all the time, but here the question is posed on an extremely large
scale and yet the author has not scattered and "lost" himself in the details.

The monograph [T1] is presented as the main, basic work:

[T1] Lizut, R. Wplyw Czwartej Rewolucji Przemystowej na
bezpieczenstwo panstwa. Sofia: Professor Marin Drinov Publishing House of
Bulgarian Academy of Sciences, 239 p. ISBN 978-619-245-562-0. (Title in

English: "Impact of the Fourth Industrial Revolution on State Security™).
The publications from [P1] to [P11] are also presented:

[P1] Lizut, R., Jurgilewicz, M., Jurgilewicz, O., & Valaskova, K.
Conceptual frameworks and classification of statehood and national security: A
comprehensive review. In M. Jurgilewicz, B. Kozicki, M. Gac, & K. Valaskova
(Eds.), Security, Law, Economy, Management, Modern Technologies, Vol. 11, pp.
6-33. Siedlce. ISBN 978-83-68754-14-8.

[P2] Lizut, R. Security challenges of loT integration in national and state
critical  infrastructures. Politics &  Security, 13(3), 82-94. DOI:
10.54658/ps.28153324.2025.13.3.pp.82-94.

[P3] Michalski, K., & Lizut, R. Generatywna sztuczna inteligencja
(GenAIl/AGI) — zagrozenia, wymagania i1 wyzwania dla bezpieczenstwa. Fides,
Ratio et Patria. Studia Torunskie, 19, 297-324. DOI: 10.56583/frp.2562. (Title in
English: "Generative Artificial Intelligence (GenAl/AGI) - Threats, Requirements
and Security Challenges").

[P4] Lizut, R., Dankiewicz, R., Ostrowska-Dankiewicz, A., & Nagy, M.
Single point of failure risk in centralized CBDC systems: Analysis of financial
infrastructure vulnerabilities to nation-state cyberattacks. In M. Jurgilewicz, B.
Kozicki, M. Gac, & K. ValaSkova (Eds.), Security, Law, Economy, Management,
Modern Technologies, Vol. I, pp. 34-58. Siedlce. ISBN 978-83-68754-13-1.



[PS] Lizut, R., Koscidtek, M., Zygo, K., & Brakoniecki, D. Financial
security of the critical sector: Attack vectors on CBDC infrastructure,
vulnerability to nation-state attacks and implications for financial service
continuity. In M. Jurgilewicz, B. Kozicki, M. Gac, & K. Valaskova (Eds.),
Security, Law, Economy, Management, Modern Technologies, Vol. 11, pp. 38-51.
Siedlce. ISBN 978-83-68754-14-8.

[P6] Lizut, R. Sztuczna inteligencja — lustro ludzkosci: Wykorzystanie
potencjatu a bezpieczenstwo cztowieka. Cztowiek w Kulturze, 35(2), 149-169.
ISSN 1230-4492. (Title in English: "Artificial Intelligence - a Mirror of
Humanity: Harnessing Human Potential and Security").

[P7] Lizut, R. Technika a bezpieczenstwa obywateli: miedzy skuteczna
ochrona a totalna kontrolg. In D. Piersa-Cywinska, D. Zuchowska, J. Wisniewski
(Eds.), Problemy Wspotczesnej Polityki. Konflikty i bezpieczenstwo na $wiecie,
pp. 151-163. Torun: Wyzsza Szkota Kultury Spotecznej i Medialnej. ISBN 978-
83-89124-12-8. (Title in English: "Technology and the security of citizens:
between effective protection and total control").

[P8] Lizut, R. Technika a wartosci. Spor o aksjologiczng neutralnosé
artefaktow. Lublin: Wydawnictwo Naukowe Academicon, 255 p. ISBN 978-83-
62475-07-0. 3a wHactosunoro wusnoxenue: c. 243-255. (Title in English:
"Technique and Values. The Dispute over the Axiological Neutrality of
Artifacts").

[P9] Lizut, R. Cryptocurrency — a threat or a chance for local economies?
In MicknaponHa Ta HallioHaabHa Ge3reka: TeoOpeTHUHi 1 MPUKIAAHI aclIeKTH, pp.
159-162. Auinpo: JJAYBC. ISBN 978-617-8032-07-4.

[P10] Lizut, R., Jurgilewicz, M., Kowal, D., & Brakoniecki, D.
Cyberbezpieczenstwo implantow i systeméw biozintegrowanych w kontekscie
wspoltczesnego pola walki oraz implikacje dla bezpieczenstwa narodowego.
Rzeszéw: Oficyna Wydawnicza Politechniki Rzeszowskiej, 204 p. ISBN 978-83-
7934-853-4. (3armaBue Ha Obarapcku: ,,KubepcurypHOCT HA MMINLIAHTHTE M
OMOMHTErpUpaHUTe CHUCTEMH B KOHTEKCTA HAa CHBPEMEHHOTO OOMHO mose u
MOCJIE/IMIIATE 332 HALMOHA/IHATA CUTYPHOCT™).

[P11] Brakoniecki, D., Jurgilewicz, M., & Lizut, R. Wojna jako instrument
polityki panstwa. Problematyka prywatyzacji wojny. Warszawa: Difin, 150 p.
ISBN 978-83-8270-527-0. (Title in English: "War as an instrument of state policy.
The problem of the privatization of war").

Here I will refrain from making a scientometric analysis of the presented
lists of publications and citations of the author of the Doctoral Dissertation —Rafal



Lizut Ph. D., Assoc. Prof. I will limit myself'to state that they exceed the required
quantitative indicators, according to the current regulatory framework. My
acquaintance to a certain extent with the works from the presented list also speaks
of the high quality of the scientific work of Rafal Lizut Ph.D., Assoc. Prof. and
that it meets the written and unwritten requirements for acquiring the
scientific degree ""Doctor of Sciences".

It is necessary to explicitly point out that:

- The scientific methodology used by Rafal Lizut Ph.D., Assoc. Prof. is
fully adequate to the tasks set before his research. Pedantry regarding terminology
is not self-serving and self-focused, but a tool for achieving the goals of the
research.

- The results achieved are valuable, and particular emphasis should be given
to the relationships between technology and public policy, researched and
established in the Doctoral Dissertation.

- The results achieved and the scientific contributions made are, in addition
to being valuable, completely original. As I will explicitly emphasize further on,
no plagiarism was found in the work.

My conclusion is that the Doctoral Dissertation for the degree of Doctor
of Science of Rafal Lizut Ph.D., Assoc. Prof., meets the requirements for the
degree of Doctor of Science. It should be emphasized that such work constitutes
scientific capital for any educational institution.

Il. Scientific and applied scientific contributions in the presented
Doctoral Dissertation

Regarding the scientific contributions claimed in the Doctoral
Dissertation for the degree of Doctor of Sciences of Rafal Lizut Ph.D., Assoc.
Prof.:

Contribution 1: I accept the presented and argued structural-functional
specificity of the Fourth Industrial Revolution in comparison with previous
industrial revolutions. I agree with the author that it has been proven that the
change is not limited to quantitative acceleration of technical progress, but
includes qualitatively new forms of direct impact on political organization, civic
participation, digital identity, economic behavior and state security.

Contribution 2: | fully accept the analytical evidence presented that
technological transformation does not have a unidirectional impact on the state



and society. [ agree with the conclusion that technological changes transform
social relations, political mechanisms, the distribution of power and the ability of
the state to provide security, while state policies, legal regulations, financial
incentives and development programs in turn guide the development and
implementation of technologies. I accept the claim that the proposed model shows
that these multi-layered feedback loops can be self-reinforcing, resonant and
accelerate changes.

Contribution 3: Here [ attach great importance to the achievement of the
author of the Doctoral Dissertation to systematize and, above all, to distinguish
the concepts of "technique", "technology" and "technical artifact". I attach
particular importance to the distinction between the Fourth Industrial Revolution
(as a global technical and economic process) and Industrie 4.0 (as a targeted
political and economic program).

Contribution 4: [ recognize the very significant importance and contribution
of the systematization of interconnected groups of threats, generated or amplified
by the technologies of the Fourth Industrial Revolution: cyber risks and risks to
critical infrastructure, data and communications; socio-economic consequences
and political-institutional effects. [ fully accept the proposed approach to
classifying them according to the sphere of impact, source, predictability, spatial
scale, probability, severity of consequences and their importance for the key
functions of the state. I consider it to be a contribution and valuable to prove the
fact that technical incidents can cause cascading consequences for critical
services, society, the economy and state security.

Contribution 5: | fully accept as an important contribution and recommend
that further emphasis should be placed on the evidence that dependence on
external technology providers, digital platforms and cloud services, as well as
excessive concentration of data and functions, can limit the autonomy and
resilience of the state. I fully agree with the thesis of the author of the Doctoral
Dissertation that centralization constitutes an independent risk factor, especially
when the compromise of a limited number of nodes or data sets can lead to
disproportionately large consequences.

Contribution 6: | consider the argumentation of the author of the Doctoral
Dissertation in favor of the understanding that technologies introduced for the
purpose of increasing security can simultaneously expand the possibilities for
surveillance, profiling, data collection and processing and behavioral impact to be
a contribution. [ consider the recommendation of the author of the Doctoral
Dissertation that it is of particular importance, that the assessment of technologies
introduced for the purpose of increasing security should take into account not only
their technical effectiveness, but also the consequences for civil and personal



rights, autonomy and relations between the state and the citizen, especially the
risk of digital authoritarianism.

Regarding the applied scientific contributions claimed in the doctoral
dissertation for the degree of "Doctor of Science" of Rafal Lizut Ph.D., Assoc.
Prof.:

Contribution 1: [ consider being a contribution the fact that the Author
formulated a practical approach that connects threat assessment with the analysis
of direct, indirect, unintended and dual uses of technological solutions..

Contribution 2: [ consider the formulated complementary organizational
and technical package, including: continuous digital training of employees and
verification of preparation through penetration tests; updating of security
standards; use of distributed and reserved storages and blockchain-type
mechanisms to maintain data integrity, to be a significant scientific and applied
contribution. [ also consider the justified need to limit unnecessary data
concentration and to maintain a permanent interdisciplinary capacity, uniting
experts in national security, information technology, law, economics and social
sciences, to be of significant applied value..

Contribution 3: [ accept as a scientific and applied contribution the
developed applicable approach for assessing and protecting electronic voting,
digital identity, loT-based critical infrastructure and artificial intelligence systems
in public administration. I definitely consider as a contribution the derived
conditions for ensuring the integrity and accessibility of data, for minimizing
unnecessary collection, for control over access, resistance against manipulation
and balancing state security with citizens' rights.

Contribution 4: [ accept as a contribution the general analysis of
technological dependence and centralization towards central bank digital
currencies (CBDC), which covers attack vectors, the risk of a single point of
failure, the consequences of actions by state-sponsored adversaries, and the
requirements for continuity of financial services.

I believe that the contributions accepted above are entirely the personal
achievement of the author of the dissertation.

II1. Recommendations to Rafal Lizut Ph.D., Assoc. Prof., regarding the
possibilities for continuing his research work after the defense of his Doctoral
dissertation.



These recommendations are not binding and cannot be required to be
implemented. However, | believe that they would be beneficial to Assoc. Prof. Dr.
Rafal Lizut, taking into account the further development of his research work after
the formal defense of his Doctoral dissertation. Here I would like to emphasize
that the continuation of the work of Rafal Lizut Ph.D., Assoc. Prof. in the field of
the topic of his Doctoral dissertation would be of great benefit to the general
scientific discussion in this field. In this sense, I would like to recommend to the
author of the dissertation work to continue working on several issues that could
be qualified as fundamental.

IIl. 1. One fundamental question is about the future of work. There is
undoubtedly a relationship between the course of the Fourth Industrial Revolution
today and in the future and the forms that work will take in the future. There is no
doubt that this industrial revolution will have a decisive impact on the future of
work, which in turn will lead to a (radical) restructuring of society with all the
accumulated risks and threats to social integrity and social security.

In this sense, it would be good in perspective for the Author to provide a
more detailed picture of his own vision for the future of work, as a consequence
of the course of the Fourth Industrial Revolution. Here it is essential, building on
his extremely well-crafted Doctoral dissertation, for the Author to add a "critical
mass" to the discussion about the future of work and its relationship with state
and, to a very large extent, human security.

There is a hypothesis that in the foreseeable future there will be a large
number of people for whom there will be no work at all. They will simply have to
live and have fun at the expense of the over-productive economy, with all the
ensuing questions about their place in society, their rights, their role in the
governance of the state, and so on.

There is another hypothesis, which is based on historical facts and claims
that every industrial revolution leads to the death of professions and the loss of
jobs, but at the same time it gives birth to new professions and the creation of new
jobs. The question is, what will be the "lag" in time between the loss of "old" jobs
and the birth of "new" jobs?

During the First Industrial Revolution, the lag was very long — several
decades, and this led to a de facto civil war in England — the so-called “Luddite”
movement. Incidentally, it was the Luddite movement that gave rise to the
political police and began the evolution of the internal security forces in the
United Kingdom to their present form.



In the above sense, the question arises, what is the expectation of the
consequences of the Fourth Industrial Revolution as the death of professions, loss
of jobs and the opposite — the birth of new professions and the creation of new
jobs. Most of all, what will be the time lag between the two processes. Work on
this issue in the future would have both serious theoretical and very significant
practical value.

IT1. 2. The question can also be formulated as: "Is a new Luddite
movement possible?" During the Third Industrial Revolution, there was a lot of
speculation in this direction, but there were no such cataclysmic effects as during
the First Industrial Revolution. There were scientific works that predicted a wave
of neo-Luddite actions, but there were no such ones at all. At the same time, today
there seem to be no such “ominous predictions”, but is this correct?

These questions generally do not have a "correct" answer that we can
consider canonical and generally valid. Any discussion around this topic has
value, as long as there is someone to follow the discussion, draw their own
conclusions, and take action.

In fact, to some extent, a neo-Luddite movement already exists. Although
it is not given the attention it deserves, it has its manifestos” and its practitioners?,
who also write manifestos, only signed in blood*, and even its extreme legendary
figures such as Ted Kaczynski - the Unabomber”.

It would be very valuable in perspective to assess the risk of a new Luddite
movement emerging in the course of the Fourth Industrial Revolution, as well as
the possibilities for minimizing it.

ITl. 3. From the fundamental question of the future of work arises the
derivative, but by no means unimportant, question: "What will happen to
social security systems?" In addition to the demographic pressure that has long
been exerted on the pay-as-you-go pension and insurance systems, we will now

Glendinning, Chellis, Notes toward a Neo-Luddite Manifesto, 1990,
! Kington, Tom, I[talian anarchists kneecap nuclear executive and threaten more shootings, Group named after
Greek anarchist warns it will strike seven more times at nuclear firm’s parent company, Finmeccanica, May 11-th,

2012, 18:55 CEST, hups: www.theguardian.com/world 2012/mav /11 italian-anarchists-kneecap-nuclear-
executive
* https:/media2.corriere. it corriere/pdf 2012 olga _110512.pdf

* The Unabomber Trial. The Manifesto. Industrial Society and its Future, June 1995, The Washington Post,
https://www.washingtonpost.com/wp-srv/national/longterm, unabomber/manilesto.text.him



also have pressure from the shortage of insured persons due to technological
reasons.

In fact, there is no doubt that the course of the Fourth Industrial Revolution
could lead to both serious problems with the social security system and the birth
of new tax systems. In fact, at the moment in the EU and not only here, new taxes
on technology are already being imposed, mainly in the form of existing emissions
trading systems, the purchase of quotas and so on. At the same time, there are calls
for technology taxes on enterprises with unmanned technologies, as a source of
income for the “excess” workforce that would find itself without a job on the labor
market.

IV. Personal impressions from the author of the Doctoral Dissertation

Unfortunately, | have no direct impressions of Rafal Lizut Ph.D., Assoc.
Prof. as a scientist, researcher and lecturer. I form my assessment entirely on the
basis of the presented Doctoral Dissertation and its accompanying documentation,
of which I have a high opinion. I have certain impressions - also entirely positive
from the discussion with Rafal Lizut Ph.D., Assoc. Prof., during the preliminary
discussion of his Doctoral Dissertation for the acquisition of the scientific degree
"Doctor of Sciences".

It can be seen that the author of the Doctoral Dissertation is precise,
punctual, and extremely conscientious, both in his own research work and in his
assessment of the achievements of other authors in his research field.

V. Opinion on the presence of plagiarism

To date, I have not identified any plagiarism in the dissertation, nor have I
been aware of any. This allows me to conclude that no other work with analogous
or similar content is available.

VI. Conclusion

The Doctoral Dissertation of Rafal Lizut Ph.D., Assoc. Prof., is of serious
scientific value. It has both theoretical significance and, to a certain extent,
practical value. There is no doubt that the applicability of the accumulated and
systematically presented and analyzed scientific knowledge in the dissertation is
high.



[ note that the formal requirements for conducting the procedure have been
strictly met. The attached documentation is complete and in perfect order.

The organization of the procedure and its documentation, administered by
the Academy of National and Information Security (ANIS), fully cover the
regulatory requirements set out in Bulgarian legislation.

Based on everything presented so far, I assess that the Doctoral Dissertation
of Rafal Lizut Ph.D., Assoc. Prof., is a fully completed scientific work and fully
complies with the Law on the Development of Academic Staff in the Republic of
Bulgaria, the Regulations for the Applications of the Act and the specific
regulations of ANIS for awarding the scientific degree "Doctor of Sciences".

In conclusion, taking into account the correspondence between the content
and contributions of the Doctoral Dissertation for the acquisition of the scientific
degree "Doctor of Sciences" of Rafal Lizut Ph.D., Assoc. Prof., on the one hand
and the requirements of the current legal and regulatory framework, as well as the
high quality of the scientific text proposed by him, the original nature of his work,
the significance of the achieved scientific and scientifically applied results and
contributions, I recommend to the members of the esteemed scientific jury to
award the scientific degree "Doctor of Sciences" to Rafal Lizut Ph.D., Assoc.
Prof., in the field of higher education 9. "Security and Defense", professional field
9.1. "National Security", stating that I will personally vote positive for it.

28.08.2026
Sofia, Bulgaria

The opinion was prepared

Teodor Detchev Ph.D., Assoc. Prof.



