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1. Relevance and significance of the scientific problem being developed

The relevance on the problem is causes from the fact that the practice The
fourth The industrial revolution is located at the intersection of exponential
technological progress and profound social transformation. Its defining
technologies - the ubiquitous connectivity , the all-pervading sensory monitoring,
the ubiquitous calculations, the artificial intelligence and data analysis - are
changing every area of human activity. In this context, the examination of the
relevance and significance of the dissertation topic is simultaneously timely and
essential for several reasons.

Shaping the future labor and economic systems: automation, robotics and
intelligent systems displace routine jobs, such as at the same time create new roles
requiring digital, analytical and ethical expertise. Understanding the social,
political and educational policies needed to manage this transition, ensuring fair
retraining, learning through whole life and social networks security is vital public
challenge.

The dissertation submitted for opinion provides evidence - based
recommendations for market sustainability of labor and inclusive economic growth
in the context of widespread digitalization.

As shows thesis of the dissertation “The impact of the fourth industrial
revolution on the national security”, leading the ethical implementation of
technologies that are never value - neutral. Their design, implementation and
management embody choices that shape civic life, privacy, and personal autonomy.
Exploring the normative dimensions of Industry 4.0, establishing frameworks for
responsible innovation, transparency, accountability and public oversight, ensures
that the technological progress is in line with the shared social goals, instead of
deepening inequalities or undermine the main ones freedoms.

The dissertation work was developed in an area where there is available
research and practical applications, as well as a number of still unresolved issues,

some of which are a significant scientific and research challenge. In this regard
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PhD Rafal LIZUT, who has many years of professional experience in the subject

area, a practitioner in the field of education, and a university lecturer, is has set a
large number of theoretical and empirical tasks that are quite ambitious and not so
easy to implement.

The dissertationist maintains that the main research problem:“... is the
multidimensional , reciprocal connection between the Fourth industrial revolution
and the spheres of society, politics and government security, understood as a
complex system of interdependent reverse connections that mutually shape their
dynamics.”, and this in turn will create opportunities for sustainable development
of countries in the field of national security.

The dissertation exposes four interconnected , theoretically grounded
hypotheses that together constitute its scientific core. Every hypothesis articulate a
separate dimension of multilateralism connection between the technologies of the
Fourth industrial revolution (4 IR ) and the state security , such as at the same time
they outline the contours of reciprocal causality relationship between technology,
society, politics and national security.

The aspiration of PhD Rafal LIZUT is to cover the researched issue within
the temporal scope of the study, which emphasizes the less interdisciplinary area
of the subject as much as the depth and comprehensiveness of the researched issues.

The main content of PhD Rafal LIZUT 's scientific work fully corresponds
to the topic of his dissertation “The impact of the fourth industrial revolution on
the national security”.

The dissertation proposed for opinion concerns scientific issues in a subject
area that are categorically dissertable.

The results of such scientific research are absolutely necessary and would
definitely contribute to the improvement of curricula and training programs in

higher education schools and academies that teach in the subject area.
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2. Evaluation of the scientific results and contributions of the

dissertation work

The scientific results obtained in the dissertation give me grounds to support
the claims for contributions indicated by the candidate for the award of the
scientific degree “Doctor of Sciences” in the abstract, which | define in two main
areas as scientific and scientific-applied contributions.

The issues presented in the dissertation research are an important
contribution to the field of security science, as they actually relate to a phenomenon
that determines the development of the state. They can be systematized in three
directions:

> Interdisciplinary integration

The complexity of the impact of 4 IRs on security requires sustainable
cooperation between technical, social and political disciplines. No separate area
cannot to fully encompass emerging threats ranging from data- driven mass
surveillance to algorithmic governance, or to develop effective countermeasures.
Therefore security research and policies they must institutionalize really
transdisciplinary teams that integrate cybersecurity experts, data scientists,
sociologists, lawyers and ethicists to design jointly sustainable management
frameworks.

» Proactive management of emerging technologies

The technological neutrality is a myth : every new tool, from the ubiquitous
IoT sensors and decision- making systems driven by artificial intelligence
intelligence, to blockchain - based identity solutions, inevitably embeds values and
introduces specific forms of power. To prevent unintentional autocratic deviation,
governments must accept protocols for “precautionary innovations” which require:

v" impact assessments of any high-risk technology before its large-scale
implementation.

v" Sunset clauses and iterative review to phase out or recalibrate systems
whose public effects exceed the acceptable ones ethical or democratic
thresholds.
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v Oversight bodies with the participation of citizens, civil society and

technical experts, empowered to audit and suspend the
implementation of technologies that undermine fundamental rights.
» Strengthening civil society digital literacy and sustainability

So as government and corporate platforms accumulate unprecedented data
and influence public discourse, citizens ability to evaluate and challenge
algorithmic solutions becomes vital for democratic legitimacy.

Comprehensive educational programs for digital literacy, starting in primary
schools, which teach not only technical skills but also a critical understanding of
the logic of media platforms, data privacy and online manipulation tactics.

Support for “civic technology” initiatives that provide open-source
algorithms used in public administration (e.g. for eligibility for social services or
traffic control ), which gives opportunity for communities to discover prejudices
and to demand more transparent creating rules.

Investing in community “fact — checking” networks , modeled after the
volunteer “elves” in Estonia, to crowdsource verification of public information
communications and vaccination of the public against disinformation.

By anchoring future policy in these three pillars - interdisciplinary
coordination, preventive technology management and digital citizen empowerment
- states can use the transformative potential of 4 IRs, such as at the same time
protect democratic values and the national security.

In scientific terms, the proposed dissertation can be used in the educational
process of a wide range of readers and be intended for use in training in related
specialties in the professional field of “National Security” in higher educational
institutions and research institutes.

In practical terms, the applicability of the study is expected to be more
significant as it provides a good platform for the systematic understanding of

proactive management of emerging technologies.
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3. Opinion on the presence or absence of plagiarism

As of the date of preparation of the opinion, | am not aware of any reports of
plagiarism of an anonymous or non-anonymous nature regarding the candidate's
publications. | have no evidence that the submitted scientific work or part of it has
been plagiarized.

| believe that the peer-reviewed dissertation labor on the topic: “The impact
of the fourth industrial revolution on the national security” it is personal case on
PhD Rafal LIZUT.

4. Critical notes and recommendations

In the dissertation labor on PhD Rafal LIZUT are admitted and known
weaknesses in shaping on the dissertation work and the abstract to him — stylistic
and editorial errors. The number of tasks in the scientific research is large, which
leads to the doctoral student's efforts being wasted in the research part. The
indicated disadvantages no is reflect essential on the significance on the
contributions in the dissertation labor.

My main recommendation is that the results of the scientific research, in
addition to the abstract and publications on the topic, should receive the necessary

publicity through the publication of a textbook or teaching aid on the topic.

5. Conclusion

The dissertation proposed for opinion by PhD Rafal LIZUT on the topic:
“The impact of the fourth industrial revolution on the national security ” is a fully
completed scientific work that corresponds to the title and main content of the
work.

| believe that the dissertation work of the doctoral student PhD Rafal LIZUT
meets the requirements of Art. 2b, para. 2 and para. 3 of the Act on the
Development of the Academic Staff in the Republic of Bulgaria and of Art. 37 of

the Regulations for its implementation and is the necessary basis for awarding the

6/7



Opinion from Colonel Associate Professor PhD Eng. Galin IVANOV
scientific degree “Doctor of Sciences” in the field of higher education: 9. “Security

and Defense”, professional field 9.1 “National Security”.

6. Dissertation evaluation

The presented dissertation of PhD Rafal LIZUT meets the requirements of
the Act on the Development of Academic Staff in the Republic of Bulgaria and the
Regulations for the Implementation of the Act on the Development of Academic
Staff in the Republic of Bulgaria.

| give a positive assessment of the dissertation on the topic: “The impact of
the fourth industrial revolution on the national security” developed by PhD
Rafal LIZUT.

MEMBER OF THE SCIENTIFIC JURY::
COLONEL ASSOCIATE PROFESSOR PhD ENG. GALIN IVANOV
23.08.2026
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