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1. General description of the submitted materials 

By order No. 196/18.05.2026 of the Rector of the Academy of National and 

Information Security, I am appointed as a member of the scientific jury and reviewer 

for ensuring the procedure for defending a dissertation on the topic “The Impact of the 

Fourth Industrial Revolution on National Security” for the acquisition of the scientific 

degree “Doctor of Sciences” in professional field 9.1. “National Security”. 

The author of the dissertation is Dr. Rafal Lizut, a lecturer with a basic 

employment contract at the Academy of Social and Media Culture in the city of Torun 

(Poland). 

The materials submitted by ANIS include all the documents necessary for the 

procedure, so that on all sides of the assessment, which are necessary to indicate the 

specific merits of the doctoral candidate and to draw an objective conclusion. 

 

2. Brief biographical data about the candidate 

Dr. Rafal Lizut was born on December 19, 1977 in the city of Lublin (Poland). 

He speaks Polish, English, Spanish, Italian and Russian. 

2001 - received the title of Master of Economics and Management of 

Organizations at the Ukrainian State University of Food Technology in the city of 

Kiev. 
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2013 - defended his doctoral dissertation on the topic "Institutional Support 

of Forms of Management in the System of Agrarian Relations" at the National 

University "Taras Shevchenko" in the city of Kiev and received the scientific 

degree "Doctor of Economics". 

Since 2007, he has been a lecturer on a basic employment contract at the College 

of Social and Media Culture in the city of Torun, Poland. 

From 2009 to 2014, he worked as the Coordinator of English Language Studies, 

John Paul II Catholic University of Lublin, Lublin, Poland. 

From 2015 to 2017, he worked as an examiner, popularizer and recruiter for the 

Jan Kochanowski University (JKU) in Kielce, Poland. 

Since 2016, he has been working as a Professor (IT) at St. Mary’s Polytechnic 

University, Nigeria. 

Since 2019, he has been working as a Professor (Economics) at Dnipropetrovsk 

State University of Internal Affairs, Ukraine. 

Since 2024, he has been working as a member of the Board of Directors of St. 

Mary’s Polytechnic University, Nigeria. 

Since 2024, he has been working as an Associate Professor, Bogdan 

Khmelnytskyi Melitopol State Pedagogical University, Ukraine. 

Dr. Rafal Lizut has also worked for various organizations in various positions 

related to scientific research, international scientific exchange, innovation and 

teaching. A full list of his professional activities is available in the doctoral student's 

CV and demonstrates his intensive scientific, organizational and teaching activities, 

which allowed him to conduct the research presented in his dissertation. 

 

 

3. Relevance of the topic and appropriateness of the set goals and objectives 

The relevance of the chosen topic of the dissertation research is undeniable. In the 

context of intensification of scientific and technological progress, the fourth scientific 

and technological revolution, the emergence and improvement of technologies using 

artificial intelligence, the increase in data exchange flows and the strengthening of 

scientific globalization processes, the study of the impact of these processes on national 

security and the continuous monitoring of potential threats and opportunities arising in 

the management of these processes is particularly relevant. All this emphasizes the 

relevance and importance of the doctoral student's research for science, society and the 

state. 

The author paid special attention to the following topical issues: safety as a subject 

of scientific research, the origins of the fourth industrial revolution, threats to national 
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security, protection of state security, effects of the fourth industrial revolution, political 

conditions for the fourth industrial revolution, challenges facing the state in ensuring 

security in the conditions of the fourth industrial revolution. 

The author put forward scientific hypotheses that were confirmed in the 

dissertation work. It should be noted that the author managed to do this despite the 

serious lack of practical and theoretical experience in the scientific direction under 

study. It is also important that the author's research can be used as a basis for future 

scientific research not only in security sciences, but also in many other sciences, 

because the changes that arise as a result of the fourth scientific and technological 

revolution have a huge impact on all scientific activity, which further emphasizes their 

role for security. 

 

4. Knowing the problem 

 

The author has undoubtedly researched the research problem well. His numerous 

publications are a confirmation of this. The total number of scientific publications is 

40, including individual monographs - 3, scientific articles - 37, including in the 

scientometric database SCOPUS - 7 and in the scientometric database Web of Science 

- 5. All the author's publications are in refereed publishing houses and are directly 

related to the researched problem. Author has 205 citations, Hirsch index - 8. Author 

uses 330 sources. 

 

5. Research methods used 

 

General scientific and special research methods were used in the dissertation 

work. The methodological basis for researching the impact of the fourth industrial 

revolution on national security is general scientific methods. The dissertation uses: a 

systematic approach and netography - to establish theoretical foundations and identify 

conceptual gaps; participant observation and expert interviews (the author as an expert 

in the Interreg Scale-Up program) - to obtain first-hand information about policy 

agendas and stakeholders' assumptions; system analysis - for document analysis of 

government and industrial programs, for mapping political-technical interventions; 

semantic and terminological analysis - to reconstruct the conceptual apparatus of the 

interested parties; comparative historical analysis - to trace the processes of industrial 

revolutions to isolate the distinctive characteristics of the fourth industrial revolution; 

process tracing and social network analysis of policy, industry and civil society 

interactions to explore political and security influences on technology trajectories; 

system dynamics and agent-based simulation modeling of multilayered feedbacks 
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between technological, social, political and security domains empirical analysis for 

document analysis, semi-structured expert interviews and performance indicators. The 

author also used a combination of different research methods. 

 

6. Characteristics and evaluation of the dissertation work 

 

The dissertation consists of the following structural parts: introduction and 

general characteristics of the dissertation work (object, subject, scope of the study, 

scientific hypotheses, description of the scientific problem, choice of research 

methodology, limitations of the study, etc.); conclusions; bibliography; list of tables. 

The dissertation is accompanied by an abstract, which briefly presents the author's 

conclusions and research results. The dissertation is written in English and contains 

330 pages. The main content of the dissertation work presented on 222 pages, contains 

3 tables. The list of sources used contains 330 elements. The following emphasis is 

made in the relevant chapters. 

The first chapter is devoted to the theoretical and conceptual foundations of the 

foundations of modern technologies and security, general theoretical aspects of 

terminology in the field of security, security as an object of scientific research, sources 

of the fourth industrial revolution and its scientific connection with security. 

Basics of modern technologies and safety, general theoretical aspects of safety 

terminology, safety as an object of scientific research, sources of the fourth industrial 

revolution and its scientific relationship with safety. 

The second chapter describes the essence of national security and the modern 

meaning of the concept of security, threats and protection of national security. A 

classification of the types of security in their modern understanding is made. 

The third chapter is devoted to the fourth industrial revolution, technology and 

individual safety. Special attention is devoted to the essence and interrelationships of 

modern technologies and societies, essence, constituent elements of the fourth 

industrial revolution, consequences of its emergence for security. 

Chapter Four is a legal scholarly analysis of the political conditions for the fourth 

industrial revolution, which include technologically generated types of political 

systems and politically driven technological changes. 

Chapter Five describes the challenges facing the state in ensuring security in the 

conditions of the fourth industrial revolution, which consist of: challenges facing the 

state in the technical sphere and challenges facing the state in the socio-economic 

sphere. The chapter contains conclusions and proposals for addressing the challenges. 
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7. Evaluation of the abstract and the reference for the contributions to the 

dissertation work 

 

The abstract is detailed and accurately reflects the research in the dissertation 

work itself. The abstract contains the following parts: a general description of the 

dissertation, which includes: the relevance and importance of the topic of the 

dissertation research, the main research problem and research objectives, the author's 

scientific hypotheses, the choice of methods and techniques of research, scientific 

analysis and organization of the research process, research limitations; scope and 

structure of the dissertation; a brief description of each chapter of the dissertation; 

conclusions and recommendations; a list of the author's scientific publications. 

The author has presented the main conclusions in the abstract. All conclusions are 

scientifically justified and logically proven in the dissertation work. Conclusions have 

scientific and practical value. The abstract fully reflects the essence of the dissertation 

work and meets the requirements for it. The abstract is prepared in Bulgarian, the 

dissertation is in English. The abstract has 29 pages. 

Scientific contributions of the work: substantiation of the structural-functional 

specificity of the Fourth Industrial Revolution; a systemic model of the two-way and 

self-reinforcing interactions between technological transformation, society, politics 

and security; a conceptual-terminological and interdisciplinary framework for the 

study of technological transformation and state security; systematization and 

classification of technological, societal, economic and political-institutional threats to 

state security; substantiation of technological dependence, centralization and 

concentration of data as factors of systemic vulnerability; an explanatory model of the 

relationship between technology-values-security and the tension between security, 

freedom, privacy and technological control. 

Scientific and applied contributions of the work: an integrated approach to 

preliminary assessment, prioritization and conscious choice of technological solutions and 

strategic investments; a set of measures and interdisciplinary expert capacity for cyber 

resilience and continuity of the state; an integrated technical, organizational, regulatory 

and human rights approach to digital systems and IoT-based critical infrastructure; 

application of centralization risk analysis to CBDC and critical financial infrastructure. 

 

8. Assessment of publications on the dissertation work 

 

The candidate has presented publications on the topic of the dissertation work. They 

are both personal and co-authored. His publications have been made in refereed and 

reviewed publications. There are numerous monographic studies, which is evidence of 
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sufficiently serious popularization of the ideas that the candidate defends in his dissertation 

work. The total number of scientific publications is 40, including individual monographs 

- 3, scientific articles - 37, including in the scientometric database SCOPUS - 7 and in the 

scientometric database Web of Science - 5. All publications of the author are in refereed 

publishing houses and are directly related to the researched problem. 

 

9. Assessment of fulfillment of minimum national requirements 

 

From the report on fulfillment of minimum national requirements for awarding 

the scientific degree "Doctor of Sciences" in the field of higher education 9 "Security 

and Defense" professional direction 9.1. "National Security" that the candidate has 

applied clearly shows that there is an overfulfillment of these requirements. 

 

10. Personal participation of the candidate for the degree  

of Doctor of Science 

 

There is all evidence that this dissertation is the work of the candidate himself, the 

result of his research and work on a topic that is largely within the scope of his teaching 

and scientific activities and on the other hand - of his scientific research and analysis. 

The author has provided a statement of the absence of plagiarism in the dissertation, 

the abstract and the publications submitted by him. 

 

11. Weaknesses and questions 

 

Noting the high level of justification and sufficient persuasiveness of the 

theoretical, analytical and methodological positions presented in the dissertation of Dr. 

Rafal Lizut, the integrity and logic of the presentation of the research materials, some 

discussion aspects and comments that are found in this work should be noted. 

1. The results of the scientific research presented in the dissertation could have 

been more convincing if the author had more actively used illustrative material in the 

form of formulas, graphs and tables. The large number and meaningful analysis of the 

cited sources allow the use of these tools. When presenting his research in the future, I 

recommend that the author more actively use mathematical and illustrative material. 

2. The author's research would be more in-depth and comprehensive if more 

attention were paid to current aspects of security related to the growing role of artificial 

intelligence in modern technologies and the fourth industrial revolution. This could be 

particularly important for the author's future research. 




