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REVIEW 

by Professor Georgi Bahchevanov, DSc, VA "G. S. Rakovski" and NBU 

of a Dissertation for the Academic Degree of "Doctor of Sciences" of the 

dissertation work of Dr. Rafal Lizut 

on the topic "The Impact of the Fourth Industrial Revolution on National 

Security" submitted for the award of the scientific degree "Doctor of Science" in 

the field of higher education 9. "Security and Defense", professional direction 9.1 

"National Security". 

 

1. Relevance and Significance of the Research Problem Under Development 

The dissertation offers a contemporary, theoretically grounded, and practically 

proven solution to a scientific problem situated within the context of systemic 

challenges that the Fourth Industrial Revolution poses to national security. The 

subject matter under investigation is complex, as it integrates technological, 

humanitarian, and information aspects. The author analyzes in detail the intricate, 

two-way linkages between technological innovation, social transformation, and 

security at the state, societal, and individual levels. 

The relevance of this scientific research is driven by the critical nature of the 

contemporary historical moment, which is marked by dynamic technological 

progress and a permanent need to protect state sovereignty and civil rights while 

ensuring collective well-being. 

In the process of conceptualizing the security management model, the doctoral 

candidate offers an original scientific solution based on a precise analysis of 

existing risks, the identification of governance deficits, and the formulation of 
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integrative approaches. The work generates new knowledge of both fundamental 

and applied significance for process management in the era of Industry 4.0, aimed 

at building a safer, more equitable, and sustainable environment. It is precisely in 

this that the significance of the dissertation lies. 

The thematic title fully corresponds to the content of the work. The formulated 

goals and objectives are scientifically expedient and logically linked to the object 

and subject of the study. The analysis of the state of the problem, conducted by 

the doctoral candidate, is objective and correct. 

The methodological framework of the dissertation is precisely structured and 

adequate. It is directed both toward the effective achievement of the research 

objectives and the full substantiation of the stated scientific hypothesis. 

Within these fields of research, the dissertation follows an interdisciplinary 

methodology. It successfully combines conceptual analysis, historical analogy, 

techno-political critique, and case study evaluation. In this way, a nuanced and 

scientifically grounded explanation is achieved regarding the processes through 

which Industry 4.0 technologies simultaneously empower and threaten the 

modern state. By limiting its focus to tangible technical artifacts and politically 

programmed platforms, the study achieves analytical clarity and illuminates the 

complex socio-technical relationships that define the contemporary security 

architecture. 

2. General Characteristics and Structure of the Dissertation 

The dissertation spans 241 pages and includes a title page, introduction, five 

chapters, conclusion, bibliography, and a list of tables. The main text contains 3 

tables. The bibliographic reference apparatus includes 207 sources, 140 of which 

are electronic resources (internet links). 

Outside of the aforementioned structure, the table of contents is integrated within 

the body text (pages 17–18). According to the Regulations for the Application of 
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the Development of Academic Staff in the Republic of Bulgaria Act (DASRBA) 

at the Academy, the table of contents must immediately follow the title page. 

3. Characterization of the Scientific and Applied Contributions in the 

Dissertation 

The dissertation contains both scientific and applied contributions. 

3.1. Scientific and Theoretical Contributions: 

• Conceptualizing an interdisciplinary model for security analysis: The 

theoretical necessity for a transdisciplinary approach in security studies—

uniting technical, social, and political disciplines—has been substantiated. 

It is proven that contemporary threats from the Fourth Industrial Revolution 

(4IR), ranging from mass surveillance to algorithmic governance, cannot 

be scientifically encompassed by any single, independent field of 

knowledge. 

• Theoretical framing of preventive technological governance: The 

concept of preventive management of high-risk technologies has been 

developed by defining criteria for ethical, social, and democratic security 

thresholds, the crossing of which requires regulatory recalibration or the 

decommissioning of the respective systems. 

• Three-axis conceptual framework for state resilience: A new three-

pillar model for shaping future security policies has been derived and 

theoretically argued, based on: interdisciplinary coordination, preventive 

technology management, and the digital empowerment of citizens as a 

guarantor for preserving democratic values in the digital age. 

3.2. Applied Contributions: 

• Methodological algorithm for technological risk assessment: An 

applied toolkit is proposed for conducting mandatory preliminary impact 
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assessments of high-risk technologies prior to their large-scale deployment 

in the public sector. 

• Regulatory instruments for control and oversight: Specific legal and 

administrative mechanisms have been formulated in the form of "sunset 

clauses" and iterative review procedures aimed at the phased 

decommissioning of compromised technological systems. 

• Institutional model for civic auditing: An applied model has been 

developed for creating hybrid oversight bodies (involving citizens, civil 

society, and experts) authorized to audit and temporarily suspend the 

deployment of algorithmic technologies that threaten fundamental civil 

rights. 

• Strategy for civic digital resilience and countering disinformation: 

Measures have been designed to mitigate the vulnerability of public 

discourse to algorithmic manipulation. These include: 

o Comprehensive educational programs for critical digital literacy 

(integrating media platform logic and data privacy); 

o An applied model for building decentralized "fact-auditing" 

networks (modeled after volunteer structures in Estonia) to counter 

disinformation. 

4. Evaluation of the Scientific Results and Contributions of the Dissertation 

The dissertation contains theoretical generalizations and solutions to a significant 

scientific and applied problem related to the impact of the Fourth Industrial 

Revolution on national security. The research results correspond to contemporary 

achievements and represent a significant and original contribution to science and 

practice in ensuring organizational security. 

The contributions enrich existing knowledge, as well as substantiate and develop 

essential aspects of contemporary scientific and practical problems. 
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The dissertation can be utilized by experts in national and corporate security, 

research institutes in the field of security, and higher education institutions with 

curricula in the security sphere. The contributions are the personal work of the 

author. 

5. Evaluation of the Publications on the Dissertation and Authorship 

The list of the candidate's scientific publications contains 41 titles: 3 (three) 

monographs and 38 (thirty-eight) articles and book chapters. Nineteen of these 

are single-authored. 

The list contains publications dating back more than 20 years. The presented 

record should have been refined to include publications from the last five years 

on the topic of the dissertation. In my view, the publications constitute an essential 

part of the research and reflect the results obtained within it. 

6. The Summary (Extended Abstract) and Recommendations6. Opinion on 

the presence or absence of plagiarism. 

During the procedure, no non-anonymous and motivated written signal was 

received for the establishment of plagiarism in the dissertation work and/or in the 

publications on it. 

In my opinion, the scientific works presented in the competition and the 

contributions therein are the personal work of the candidate. 

7. Assessment of the abstract. 

The abstract reflects the essence of the dissertation work. 

The submitted abstract lacks the mandatory independent section in which the 

scientific and scientifically applied contributions of the dissertation work are 

clearly and in detail stated, as well as their nature (theoretical, methodological or 

practically applied). 
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Although the review of the methodological framework (object, subject, goals, 

hypotheses and operationalization) shows that the author has carried out a 

significant amount of research work, the lack of systematized contributions makes 

it difficult to assess the author's real contribution to the scientific field. 

Recommendation to the doctoral student: During the public defense, the author 

must present to the scientific jury a specific, structured and reasoned report on the 

contributions of the dissertation research, distinguishing theoretical 

generalizations from practical recommendations in the context of the relationship 

between the Fourth Industrial Revolution and national security. 

8. Criticisms and Recommendations 

• In the dissertation, the individual chapters do not conclude with 

summaries/inferences, which constitutes a non-compliance with Art. 26, 

Para. 2, Item 3 of the Academy's Regulations for the Application of the 

DASRBA. 

• The general conclusions of the study are integrated into the final 

conclusion. It is recommended that they be isolated into a standalone 

section. 

9. Personal Impressions and Other Matters 

The presented scientific work offers an interdisciplinary perspective on the impact 

of the Fourth Industrial Revolution on national security. The research results 

correspond to contemporary achievements and represent a significant and original 

contribution to science and practice in ensuring organizational security. 

From the table provided in the documentation, it is evident that Dr. Rafał Lizut 

exceeds the required minimum scores across indicator groups for the academic 

degree of "Doctor of Sciences" in professional field 9.1. National Security. 

10. Conclusion 
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The dissertation developed by Dr. Rafał Lizut on the topic "The Impact of the 

Fourth Industrial Revolution on National Security," in terms of its content, 

volume, and structure, meets the requirements for awarding the academic degree 

of "Doctor of Sciences," as regulated by the Development of Academic Staff in 

the Republic of Bulgaria Act and the Regulations for its application. 

 

11. Evaluation of the Dissertation 

My evaluation of the dissertation titled "The Impact of the Fourth Industrial 

Revolution on National Security," developed by Dr. Rafał Lizut, is positive. 

I propose to the esteemed committee that the author of the dissertation be awarded 

the academic degree of "Doctor of Sciences." 

 

Date: 13.08.2026                               Reviewer …............................. 

                                                                                   (signature) 

                                                                    Professor Georgi Bahchevanov, DSc      


